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CONFIDENTIAL 

State Department review(s) completed. 

Mr. Norvill Jones, Staff Member 
Committee on Foreign Relations 
United States Senate 
Washington, D.C. 20510 


inn a 1974 



Dear Mr. Jones: 


This letter is in partial reply to your letter of 
February 12, 1974, addressed to the Legal Adviser. I 
regret the delay in this response. Unfortunately answers 
to some of the questions posed in the questionnaire you 
enclosed are still under consideration. The answers in 
this letter are as complete as possible at this date. 
Because of the contents, this letter and some enclosures, 
are classified. Where particular responses are un- 
classified, this is so indicated. 

BEGIN UNCLASSIFIED 

With respect to the first several questions, which are 
among those for which answers are still under consider- 
ation, I would like to make clear that the Department of 
State has not been asked by the FBI to approve any _____ 
surveillance of any American in the United States or^ 
abroad, nor has the Department asked the FBI to institute 
any surveillance of Americans in the United States or 
abroad. There are no regulations on that subject. 

With this general introduction, our specific responses 
for the present begin with question 7. 

7. , For any electronic surveillance of an American which 
was initiated, approved, or conducted by the Department 
during each of the last ten years, or is currently in 
operation, please state: 

(a) where the request originated (state, FBI, etc.); 


(b) the name of the highest State official to approve 
the request; 

Classified by. ire 

SUBJECT TO CIUER/'.L DECLASSIFiCATSO’ I 
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(a) the data the operation began* and 

(<X) the national security justification raliod upon. 




■aarch of the State Department^ records for thu 
— led 1354-1374 has disclosed no instance of elactrcai 
surveillance of American citirasss having .been r 2 cue steel 
or conducted by the Dapartrsant of State, \ ba a lso havs 

■yincr - iaas 


2 e»rdor the DecartnaBt of 3 bate havj 


act . starve illaaca 


*g appro 


ved 



l?o are ansar's of only one instance {described below) of 
an Aniba ss atdox or other Departraent officer in. a post 
abroad participating in the approval process for such 
a surveillance j- but v® cannot ex elude the possibility 
that other Z-nbassy-based personnel saay harm participated.. 
Am olaaeat of the Doianse Department employed a h-plsphon® 
tap in aa Ass&rieaa Embassy at an overseas .location during 
tho period 21-17 March 1373, Ihin tolsphono intercept 
was used in the office of an American military member 
who wan the subject of a criminal investigation together 
vi th various local national suspects. It ^a3 carried out 
under the provisions of DOD Directive $330*24 and 
reported to 'the office of the Secretary of Defense as 
required by that regulation. Dha actios vaa taken visa 
the concurrence of the Chief of Mission based on prob- 
abla- "3SS9 which was dotemined by the subject *s 
military c-OEBsander. Dhe investigation involved vas 
jointly conducted by United States military investi- 
gative parucan-si a ad local national polioa author! bias. 
The investigation was of mutual concan ‘bo both countries 
In this instance f the approval and. conduct originated 
with the Department of De fanes under the provision* of 
a MOD regulation as citsd above. Since the concurrence 
of hba Chief of Mission was obtained, however, it in 
being included in our reply. 


hhux vjould be the affect on the operation of the Departre- 
a judicial warrant war® required for initiation of a ll 
actrcnic sarveillanc^a which ore now jbsi.ii.atsd or cleared 
the Dopartssar? 

3. the Department of Shut 3 has an. iahemat in .an 
fcive in ballig-aace/ eountar intalligeaca program, bat ' an 
would dafax to the operating agencies concerning the 
implication* of a warrant procedure for ‘their prog ruuu . 
Do the ontant that a warrant procedure may increase rusk 
of exposure, them could also ba damage to Sattou 3 in sea 
fomiga relations. 
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11- For each of the last ten years please provide the 
number of: 


(a) surveillances of Americans within the U.S. 
initiated, approved, or conducted by the Department 
of State, broken down between wiretaps, electronic 
eavesdropping ("bugs"), physical surveillance, cover 
surveillance, and other surveillance? 

(b) surveillances of Americans abroad which were 
initiated, approved, or conducted by the Department 
of State, broken down between wiretaps, electronic 
eavesdropping ("bugs") , physical surveillance, cover 
surveillance, and other surveillance (please indicate 
any overlaps, e.g. , if an American was the subject of 
both a wiretap and a bug) ? 


11- (a) (b) A search in the State Department records 
for the period 1964-1974 has disclosed no instance 
in which surveillance of Americans, either in the 
United States or abroad, has been requested, 
approved, or conducted by the Department of State, 
except for the special case, mentioned in 7 above! 

O ) 


12. With reference to electronic or personal surveillance 
of Americans abroad: 


(a)^ Are there any regulations governing the clearance 
and conduct of such operations? 


12. (a) Yes, the general regulations on special 
investigative techniques previously furnished apply 
to this kind of case as well as to others (see SY 
433.10 enclosed Tab A) . 


12. With reference to electronic or personal surveillance 
of Americans abroad: 


(b) Does the FBI or CIA normally ask for the ambassador's 
approval for such operations? If so, does the ambassador 
seek the Department's advice or keep the Department 
informed about such requests? 
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out Uaison_S£tiv 
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With reference to e- 

; Americans abroad* Americans abroad 

tment know how ® a * - rve f fiance , either 
(c) Does ^ D 2 er U.S. -initiated sue - coope rating 

aI< ? - CU cSr"ei ouf by a TJ.S. agency 
being 0 

foreign of-ior 

12- (O Ho. p „ rs onal surveillance 

,, with reference -to e 

of' Americans abroad. surveillance 

-W, xn what the approval 

% knowledge a^assadorP - 

NOt kn0m ' tiaations for leaks, pl*«« 

13. withreferencetoinvestig.tr 

PrOVlde ’ her of investigations for ^leaks in^each of 

(al. f e n ^‘ years, including the . 
the last tel. * 

investigated. - 
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has investigated 23 cases of unauthorized disclosure 
of classified or privileged information. In many 
cases, the Department's inquiries were but a part 
of a broader investigation involving other Federal 
agencies . 


The incidence of cases, by year, was as follows: 


19 64: 

2 

1969 : 

3 

1965: 

0 

. 1970 :. 

2 

1966: 

1 

1971: 

8 

1967: 

0 

1972: 

3 

1968: 

4 

1973: 

0 


For specific leak investigated see summary at Tab B. 

CONFIDENTIAL 

13. With reference to investigations for leaks , please 
provide : 


(b) for each investigation, please indicate those in 
which the leak was traced to the source. 


13.' (b) (At Tab B is a summary of leak cases which 
provides supplementary responses to questions 13(b) 
through ( f ) ) . 

In two cases investigation identified the source 
of the unauthorized disclosure. As noted in the 
summary, a number of cases concerned information 
which had been distributed to other .agencies as 
well as the Department of State. Because some of 
those cases were controlled or investigated by the 
other agencies concerned, we are unable to state 
what degree of success- they might have had in 
identifying sources. 

13. With reference to investigations for leaks, please 
provide: 

(c) for each investigation in which a lie detector was 
used, a list of the names of Department of State 
personnel subjected to testing. 
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13. (c) The polygraph was used in the investigation 
of only one case, which was neither requested nor 
conducted by the Department of State. The informa- 
tion had been available to certain Departmental 
officials, however, and three were asked to undergo 
polygraph examination which they voluntarily did. 

The names of these officers are contained in 
investigative files which we believe should not 
be disclosed in order to protect the integrity of 
the files and the privacy of the officers. 

13. With reference to investigations for leaks, please 
provide: 

(d) for each year, the number of "special investigative 
techniques" used in an effort to track down leaks. Give 
full details on the leak involved, the number of people 
subject to the "special investigative techniques" , the 
nature of the "special investigative techniques" , who 
carried out or administered those techniques, etc. 

13. (d) Other than the aforementioned use of the 
polygraph in one case, none of the other investiga- 
tions involved any special investigative techniques. 
All investigations were limited to interviews with 
persons known or believed to have had access to the 
documents or information involved. 

BEGIN UNCLASSIFIED 

13. With reference to investigations for leaks, please 
provide: 

(e) for each leak investigated, the name of the official 
who originated the request for the investigation — 
either within the Department or outside. 

13. (e) Originators of the requests for investigation 
of unauthorized disclosure have been identified in 
the summary enclosed at Tab B. 


Approved For Release 2003/04/25 : CIA-RDP83B00823R000800030005-2 



STATINTL 


Approved For Release 2003/04/25 : CIA-RDP83B00823R000800030005-2 7 * 

13. With reference to investigations for leaks, please 
provide : 

(f) copies of all reports prepared within the Department 
as a result of investigations of leaks over the last ten 
years . 

13. (f) The relevant questions about the investiga- 
tions have been answered in the summary at Tab B. 
These reports are contained in investigative files 
which we believe should not be disclosed in order 
to protect the integrity of the files and the 
privacy of those under investigation. 

13. With reference to investigations for leaks, please 
provide: 

(g) copies of all regulations, instructions, or orders 
issued within the. Department, or applicable to the 
Department, during the last ten years relative to 
investigations for leaks (which have not already been 
supplied) . 

13.' (g) Attached at Tab C are extracts of the 
instructions relative to the investigation of 
leaks of information. 

14. With reference to the U.S. Intelligence Board, please 
provide the following information insofar as it is known 

from Departmental participation in the Board: 

* 

(a) ' Does the "Board ever recommend the initiation of 
electronic surveillance operations? 

(b) Is the Board apprised of the existence of electronic 
surveillances for national security purposes? If so, in 
what manner? 

(d) Describe the Board's role, if any, in investigations 
for leaks. 
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(d) What was. the Board’s involvement, if any, in the 
investigations for leaks of information regarding the 
SALT negotiations , the Pentagon Papers, the -Jack 
Anderson documents and other leaks during the period 
1969 - 1972 ? 

(e) Does the Board ever consider inter-agency matters 
relating to U.S. electronic surveillance activities? 

14. While the Department of State has membership 
on the United States Intelligence Board, its 
Chairman is the Director of the Central Intelli- 
gence Agency and the Department believes that any 
questions concerning the Board's activities or 
policies would more properly be addressed to the 
Chairman . 

15. How many electronic surveillances initiated, approved, 
or carried out by State were terminated as a result of the 
Supreme Court decision in the Keith case. United States v. 
United States District Court , 407 U.S. 297 ( 1972 ) ? 

15. State had no such surveillances. 

17. For each of the last ten years, please indicate the 
number of each of the various types of "special investi- 
gative techniques" carried out on Americans by Department 
of State personnel, broken down by type of "technique" 
used, whether in the U.S. or abroad, and whether the 
subject was an employee of the Department of State, a 
reporter, or other private citizen. 

17. To the best of the Department's knowledge, 
none of its personnel has employed any "special 
investigative techniques" in relation to any 
American citizens at home or abroad in the past 
ten years. 

IS. How many reports have been received from posts 
abroad for each of the last five years concerning U.S. 
citizens traveling abroad who "indicate a disaffection 
toward the United States", as specified in 11 FAM 430.1? 
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. Th ® re is no statistical breakdown possible on 
nxs . A manual check of passport records would 
necessary. 


J. How many reports have been made pursuant to the 
telegram of November 2, 19 72, concerning the reporti 
y U.o. diplomatic posts on the activities of u.S. 
military absentees in foreign countries? 


ng 


19. The Department of State does not record thes 
reports , which are primarily of concern to the 
Defense Department. 


20. Please supply the following information for the 
Department of State: 


(a) Number of personnel on the Department's rolls 
with the technical skills to conduct electronic 
surveillance (either bugging or tapping) . 

20. (a) The Department assumes that virtually 
anyone wno can operate a home tape recorder could 
effect an electronic surveillance. Anyone with 
any or a wide variety of technical skills or 
experience would be even more likely to be able 
to do so, using equipment readily available in 
open commerce. Thus, it is a virtual impossibility 
to determine the number of personnel on the Depart- 
-ment's rolls with adequate technical knowledge' to 
conduct electronic surveillance. To be sure, any 
of the engineers or technicians of the Office of 
Security -who are involved in the effort to counter 
electronic and other forms of surveillance of State 
premises and personnel presumably could conduct 
positive surveillance but none do nor are there 
any personnel on the rolls or on contract to the 
Department of State whose duties are to encrage in 
such surveillance activities. 

20. Please supply the following information for the 
Department of State: 


(b) The number of pieces of equipment owned by or 

in the control of the Department caoable of beina 
used for: ^ ^ 
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(1) telephone surveillances, 

(2) microphone surveillances, 

(3) recording telephone calls without 
knowledge of the caller. 

20. (b) Again, assuming virtually any tape recorder 
could be used to record telephone or other conversa- 
tions surreptitiously, any effort to account for all 
such pieces of equipment would require the review of 
literally hundreds of inventory records and to 
little practical purpose. In actual fact, the 
Department does not engage in electronic surveillance 
and, therefore, has no equipment intended for that 
purpose . 

21. Please provide a copy of any forms used in connection 
with: 

(a) the initiation, clearance, implementation, or 
termination of any type of surveillance of American 
citizens . 

- 21. (a) The Department of -State has no forms for use 
in connection with the initiation, clearance, imple- 
mentation, or termination of any type of surveillance 
on American citizens. 

21. Please provide a copy of any forms used in connection 
with: - 

_ - . ‘ (b) the use or storage of information obtained through 

surveillance initiated or approved by the Department of 
State. 

21. (h) There is no form specifically designed for. 

CsoAv-e .-liMcevsiJ — su ch— • i n forma t i o n . . \ 

\ 21. ■■ Please provide a copy of any forms used in connection 

with: 

(c) requests from the FBI or other agencies to the 
Department, or requests initiated within the Department, 
for information on Americans abroad. 
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21. (c) The Department of State has no forms for 
use in connection with requests for information on 
Americans abroad. 

22. Please provide: 

(a) all effective directives concerning relations with 
the FBI. 

22. (a) Copies of Foreign Affairs Manual Circular 
No. 10 2A and Department of State Instructions 
CW-4099 (November 9, 1961) and CW-4999 (December 19 
1961) were submitted previously in the informal 
stage of this review. Executive Order 10450 
(Section 8-d) , of course, requires referral to 

the FBI of any information developed during the 
background investigation of an applicant or 
employee which indicates the individual may 
have been guilty of disloyalty or certain other 
activities adversely affecting the national 
security. 

22. Please provide: 

(b) copies of all existing statutes, executive orders, 
and regulations concerning reporting on Americans 
resident abroad. 


22. (b) See 11 FAM 430 previously furnished. 

23. Does the Department maintain files on individual 
U.S. citizens who could be classified as potential 
"trouble makers" for foreign policy or security reasons? 
If so, please describe the extent of these files. 
Describe the inter-agency procedures in effect for 
sharing information of this nature. 


23. Under Department regulations (22 C.F.R. 
51.70(b) (4)) a passport may be refused to a person 
when the Secretary determines that his activities 
abroad are causing or are likely to cause serious 
damage to the national security or the ( 
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foreign policy of the United States. Information 
received by the Department bearing on the appli- 
cation of this regulation to a particular individual 
would be placed in the passport file of that 
individual. Also under Department regulations 
(22 C.F.R. 51.33), information in passport files 
is privileged and may not be released except: 

" (b) Pursuant to a subpoena or court order 
directing the production of passport records. 

" (c) At the request of another Government 
agency. 

" (d) When expressly authorized by the 
Secretary. " 

Finally, as indicated in the enclosure (Tab D) labeled 
''Protective Intelligence”, the Office of Security 
maintains some files on what might be called 
" trouble -makers . " 

24.. Has the United States entered into international 
agreements for commitments concerning electronic sur-' 
veillance operations involving foreign diplomatic 
missions in the U.S.? If so, please provide the text 
of those agreements or commitments? 

24. There are no agreements of this kind. The 
Department is not aware of any commitments of this 
kind. ^ 

Telephone Addition to List of Questions : 

When the Vienna Convention on Diplomatic Relations was 
submitted to the Senate, was any consideration given 
to the relationship of Article 22 to wiretaps or other 
electronic surveillance of foreign diplomatic missions? 
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ANSWER: We have no record that this matter was 

considered. However, our records do indicate 
that Article 22 was one which was considered by 
the United States as reflective of existing 
customary international law and United States 
practice and was not a change in lav;. We note 
the provisions of Article 47, paragraph 2, as 
of potential relevance. 


Cordially, 


Linwood Holton 

Assistant Secretary 

for Congressional Relation: 

Enclosures : 

As stated. 
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433,10 Special Investigative Techniq ues 

The Special investigative technique's such as 
trash cover, mail cover, technical or 
physical survcilance, or the polygraph, will 
not be used without prior approval of Head- 
quarters, If the Special Agent in Charge 
deems a special Technique to be necessary 
the will submit his request in writing to 
the Deputy Assistant Secretary for Security- 
through the Chief, Division of Investigations. 
Under no circumstances will any of the 
. Special techniques mentioned above be 
initiated without prior approval of the Deouty 
Assistant Secretary. for Security. 


5 - 20-66 
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SUMMARY OF LEAK OF INFORMATION INVESTIGATIONS 


CONDUCTED BY Til 


Or DICE CE 


19 G 4 

.On March 26, 1964, the Associated Press and columnists 
Robert S. Allen and Paul Scott of the Northern Virginia 
Sun carried articles concerning a sensitive project ~ 
intended to determine the location of American defectors. 
No special investigative techniques were used and the 
source of the unauthorized disclosure was not identified. 
The Administrator of the Bureau of Security and Consular 
Affairs requested the inquiry. 

"In 1964 the Central Intelligence Agency requested 
investigation of the suspected unauthorized disclosure 
of a classified CIA document which had been distributed 
to the Department of State and other agencies. Inves-. 
tigation revealed that the document was handled in an 
irregular manner but that there was no actual compromise. 
No special investigative techniques were used. 

i 1965 

i — 

None conducted. | 

I 

! 

: 1966 

On March 23, 1966, the New York Times published an _g" 
article written by John D. Pomfret v/hich revealed infor- 
mation from an administratively controlled -'airgram to 
the American Embassies in Paris and Moscow and also 
details of a classified internal memorandum which rebuked 
the Departmental official who was mistakenly thought 
to have authored the airgram. The source of the dis- 
closure of the airgram was identified but the individual 
\ - responsible for the disclosure of the classified memo 
1 was not. No special investigative techniques were used. 
The investigation was requested by the then Deputy Under 
Secretary for Administration. 

1967 

None conducted. * -- 
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about leak of certain sensitive in- juse administrative 
matters to the local diplomatic community, requested 
an investigation by the Office of Security. Ko special 
investigative techniques were used and the source of 
the disclosures was never identified. 

In 1968 the text of a Department of State classified 
telegram to the Embassy at Panama became known to a 
private American businessman. The Deputy Assistant 
Secretary for the area requested an investigation but 
the source of the disclosure was never identified. 

No special investigative techniques were used. 

In 1968 the Inspector General, Department of Agriculture, 
requested investigation of the alleged unauthorised 
—possession by an American businessman of a classified 
telegram which originated with the Agricultural Attache 
at the American Embassy, Saigon. The Office of Security 
began an inquiry but, when the matter appeared to come 
within the jurisdiction of the Inspections Staff of 
the Agency for International Development, the case was 
turned over to the latter agency. 

— In articles appearing in the October 18, 1968, and 
November 17, 1968, issues of the Washington Post , re- 
—porter Warren Unna revealed class tried' "information con- 
cerning the sale of' military equipment to Pakistan. 

The. source of the unauthorized disclosure was never 
identified. No special investigative techniques were 
-employed. The Assistant Secretary for Near Eastern gf 
and South Asian Affairs requested the investigation.^ 

1969 

In 1969 the Department learned of the possibility that 
a classified report from the American Embassy, Montevideo 
may have been disclosed to an American missionary in 
Uruguay while the latter was on leave in the United 
States. Investigation failed to identify the source of 
the 'disclosure. No special investigative techniques 
were used. The inquiry was conducted at the initiative 
of the Office of Security. 

On February 25, 1969, an article in the Washington Post 
by Flora Lewis revealed classified information concerning 
U.S. -Spanish negotiations relating to U.S. bases in 
Spain. No special investigative techniques were used 
and the source of the unauthorized disclosure was not 
identified. The Country Director reported in advance 

CONFIDENTIAL 
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that the article was due for publication and the 
results of the inquiry ware, reported to the Under 
Secretary. 

On June 18, 1969, an article in the New York Times 
by Peter Grose revealed classified information derived 
from a meeting of the U.S. Intelligence Board. The 
-Attorney General requested limited inquiries and 
affidavits prepared by those Departmental officials 
■who had had access to the information were submitted 
to the Department of Justice. No special investiga- 
tive techniques were used in the Departmental phase 
of the inquiry and State was not informed of the 
eventual resolution of' the matter. 

1970 


On January 25, 1970, an administratively controlled 
telegram from the American Embassy, Ottawa, which 
concerned a deserter from the U.S. Navy, was shown 
r.nd read on Canadian television. No special investi- 
gative techniques were used. The source of the dis- 
closure was traced to U.S. Navy authorities in Boston 
Who had received the message from an unidentified source 
in the Defense Attache Office, American Embassy, Ottawa. 
The investigation was requested by the Amuerican Embassy, 
Ottawa. ^ 

In 1970 the FBI requested investigation of an apparent 
unauthorized disclosure c£ one of its documents which 
had been disseminated to the Department of State and''’ 
-other agencies. The Department phase of this inquiry 
did not identify the source of the disclosure. No 
-special investigative techniques were used and the 
Department does not know whether the source of the 
disclosure was ever identified. 

1971 

In a Washington post article on February 7, 1971, 

Michael Getler revealed highly sensitive information 
derived from CIA information which had been distributed 
to several Federal agencies, including the Department 
of S ta te. Mo special investigative techniques were 
used in the State phase of the inquiry and we _ do not 
know whether the source of the unauthorized disclosure 
Was ever identified. The investigation was requested 
by CIA. 
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American - asinessman was in possession of a Secret 
telegram originated by the American Embassy, Singaoore. 
Investigation by State and the Department of Defense 
identified the source of the unauthorized disclosure 
as an official of the Department of Defense. No 
special investigative techniques were used in the 
Departmental phase of the inquiry. Results of the 
-investigation 'were reported to the Executive Secretary 
of the Department of State and to the Secretary of 
Defense. 


In an article in the Washington Evening Star on 
March . 23, 1971, Jeremiah O'Leary disclosed highly 
classified information believed to have been derived 
from telegrams originated at the U.S. Embassy, Quito, 
and distributed to several Federal agencies. Inves- 
tigation by State and Defense failed to identify the 
source of the leak. No special investigative techniques 
v;ere used. Investigation was requested by the U.S. 
Embassy, Quito. 

An article by George C. Wilson in the Washington Post 
on March 21, 1971, revealed information derived from 
a. sensitive document which had been disseminated to a 
number of Federal agencies. Investigation of the State 
Department phase of the inquiry failed to disclose the 
source of the disclosure. No special investigative 
techniques were used. The U.S. Intelligence Board re- 
quested the investigation. 

In his July 27, 1971, article in the Washington Post-, 
Jack Anderson revealed information derived- from an ex- 
change of classified telegrams between the American 
Embassy at Nairobi and the Department of State. Inves- 
tigation did not disclose the source of .the unauthorized 
disclOoure . Contrary to a subsequent Anderson coluitn on 
September 30, 1971, no special investigative techniques 
were used. The inquiry was requested by the Deputy * 
Under Secretary for Management. 

On July 23, 1971, a New York Times article by William 
Beecher revealed highly classified information con- 
cerning the U.S. negotiating position in the SALT Talks. 
At the direction of the White' House and with the 
qualified concurrence of the Secretary of State, three 
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axammatii . administered by another . eceral agency. 

The Secretary's approval was conditioned upon the 
willingness of the three officials and all three 
voluntarily participated. No other special inves- 
tigative techniques were used by or in relation to 
Departmental personnel and, to the best of the Depart- 
ment's knowledge, the source of the disclosure was 
never identified. The Departmental phase of the 
investigation was requested by the Executive Secretary 
of the Department and all results were reported to 
Mr. Egil Krogh at the White House. 

On August 13, 1971, an article in the New; York Times 
by Tad Szulc revealed information derived from a 
classified CIA document which had been distributed to 
the Department of State. No special investigative 
techniques were used and the source of the disclosure 
v?as not identified. The Departmental phase of the 
investigation was requested by the Deputy Under Secrcta 
for Management and the results were reported to Mr. Egi 
; Krogh at the White House. 

In 1971 several foreign newspapers published the sub- 
stance of a Secret telegram which had been sent to our 
embassy at 'Paris and to our "interests section" at Algiers 
..-Investigation revealed that the unauthorized disclosure 
probably occurred in the United States and possibly 
. through one of the several other agencies which were 
included on the distribution of the telegram but the 
--actual source was not identified. No special investi- 
gative techniques were used during the Departmental^ 

— phase of the inquiry. The Office of Security initiated 
the investigation upon learning that the Algerian Govern- 
— -ment apparently had a copy of the telegram and the results 
of the inquiry were reported to the Country Directors 
most directly concerned. ' 

1972 


On July 26, 1972, a syndicated article by Jack Anderson 
concerning U.S .-Paraguayan efforts to control narcotics 
traffic revealed information derived from or attributed 
to classified State Department telegrams. The Country 
Director brought the matter to the attention of the 
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Office of Security but did not specifically request 


n , -^^pprov^Fbr ftSlfease 1 ^^^ }tWk\ 

.ikelymed m or the disclosure ' 


;sified re- 


port prepared by the Bureau of Narcotics and Dangerous 
Drugs which included the Department 1 s information. 


Under the circumstances, the investigation was not 
continued by the Department of State. Mo special in- 
vestigative techniques were used in the inquiry and 
the source of the disclosure was not identified. 


On October 2, 1972, a syndicated column by Jack 
Anderson revealed information derived from or attri- 
buted to a classified telegram from the American 
Embassy at Kuwait . The Office of Security was not 
requested to conduct any investigation of the leak 
but did report the internal Departmental distribution 
of the telegram to the National Security Council at 
the latter’s request. No special investigative techni- 
ques were used and there is no indication in the file 
that the source of the disclosure was ever identified. 


On July 24, 1972, an article in the New York Times 
by Seymour Hersh revealed classified information from 
a report of the International Narcotics Control Task 
Porce on Air and Sea Smuggling. An investigation bv 
the Office of Security was unable to resolve conclusively 
the source of the disclosure. No special investigative 
techniques were used. The investigation was requested 
by the Deputy Under Secretary for Management. 


1973 

No investigations of unauthorized disclosure were 
conducted. 


V 
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offices abroad, other ^ ovc r mr •• nt s , other 
Unitec! States agencies, aiul pri' ,‘U- individual 
-in addition to infortnation I 1, it >r'ginatos in th- 
Department. The first sti p in .1 leak of infor- 
mation that lias been compromised. Alter 
determining the origin and the date of its 
arrival in the Department of Stale, the -pecial 
Agent should look into the possibilities of 
compromise outside the Department. In 
this regard it may be necessary to request 
that inquiry be made abroad or by some other 
agency through Headquarters. 

446.13 Investigation of Possibility of Leak 
in the Department 

In following up pos sibilitlcs of compromise 
'within the Department, the number of copies 

of the basic document involved, together with ' , 

the distribution given the copies, should be 
determined. If the basic document is (1) an 
Operations Memorandum; (2) a telegram; (3) 
a W I ROM i or (4) an airgram, this information 

should be obtained from the Records Services _ .. 

Division. If the document in question is an 

Official -Informal letter or an office memo- - 

randum, the office of primary interest (action) 
will have to be contacted. Following this, 

— inquiry must be made at each office receiving 
Copies to determine the names of the individuals 

Who received the document; the present location • 

of the copies; whether any copies have been 
destroyed; and whether or not any person 

having access to the compromised information - 

made the document available to others, dis- 
cussed it with others, or discussed it in any . 

place where the information might be in- 
advertently overheard by others. Inquiry - 

must also be made to establish if any copy 

has been left exposed in an unoccupied office, _ — 

has been taken from the Department, or - - — 

Otherwise handled in a way that might lend 
itself to compromise. In making these in- 
vestigations, the Special Agent should coordi- 
nate with the appropriate unit security officers. • - 

^ibe cooperation of the Special Assistant for 
Press Relations has been valuable in such 
Cases, and he may be contacted. Representa- 
tives of the Press are not to be interviewed 
by Special Agents in connection with these 

C&ies without special permission from Head- - 

qurters. , 

n CRO'JP 1 

Excluded f ron autonatlo 
donr.eradlng and 
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PROTECTIVE INTELLIGEN CE 

Xn fulfilling its responsibilities for the protection 
of tlie Secretary of State and certain other dignitaries, 
the Office of Security 'maintains files concerning r>er~ 
sons v;no have written threatening letters or otherwise 
made themselves suspect as potential threats to the 
safety of the . Secretary or other persons protected. The 
relevant portion of our Instructions and Procedures 
. is quoted below: ~~ ~ — — 

T 4 

"The Office ^of Security maintains a ’crank and threat* 
file. The file is maintained in two parts: 1, alphabetical 
by name; 2, geographical. 

The file consists of all ’crank and threat’ letters 
. received by mail, summaries of all crank telephone 
calls, summaries of statements made by and the ohvsical 
- descriptions of all unauthorized visitors to the Secretary 
y State and foreign dignitaries visiting the United 
States, and information furnished by other intelligence 
agencies of the U.S. Government. ; " 

. When. the. Secretary of State travels abroad or visiting 
aignitarxes travel in the United Staten, pertinent infor- 
mation from this file is forwarded to the Special Agents 
and Security Officers concerned." 

iZhen the Secretary or other persons being protected 
travels to a different jurisdiction either home or abroad 
h^,vs reason to believe any potential soirees of 
threat are located in these jurisdictions, it is of 
\ P racfc ice to provide a summary of information available 
■regarding these sources of threat to the local official 
sharing the. protective responsibilities." We also share 
protective intelligence information with the United States 
Secret. Service and other Federal agencies as approprism 
when the nature of the information suggest that it fal -1 s 
within the scope of the latter’s lawful responsibilities. 
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